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0%

of all terrorist communication happens through social media



Background

Social media has 4 main purposes for terrorist groups:
Share operational and tactical information

Gateway to other online radical content

Media outlet for terrorist propaganda

Remote reconnaissance for targeting purposes

o=

Twitter is the platform on which most of this occurs.
e Microblogging site
e Active user base of 300 million

There are an estimated 46,000 terrorist accounts on Twitter (0.01%).



Background

An increase in Twitter users is correlated with an increase in terrorist attacks.

Number of monthly active Twitter users worldwide from 1st quarter 2010 to Number of fatalities due to terrorist attacks worldwide between 2006
4th quarter 2015 (in millions) and 2014
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Analyzing social media feeds with
machine learning algorithms can
identify accounts as hostile



Algorlthm Twitter Account Data Collection

A simple 3 step process ensures
optimal efficiency within the program.

Data Parsing

Data Analysis & Prediction




Diction
e Word choice/frequency

MethOdOlogy e Percent match

e Average match distribution

The parameters used to ensure

minimal false-positives. o
Affiliation to Known Accounts

e Friends
Followers
REWEES
Content mentions

Miscellaneous

Date

Time/Time Zone

Number of tweets per day
Location

Language




Code Sample

114

public double[] getDiction() {
dictionary = new ArrayList<>();
blacklistedWords = new ArrayList<>();
wordIndex = new ArrayList<>();
commonWords = new ArrayList<>();
dictionaryFrequency = new ArrayList<>();

dictionary

//reads in the dictionary

BufferedReader fin = new BufferedReader (new FileReader (dictionaryFileName));
int dictionarySize = Integer.parselnt(fin.readLine());
dicticnary = new ArrayList<>(dictionarySize);
for (int i = 0; 1 < dictionarySize; it++)
dictionary.add(fin.readLine());
fin.close();

ads in the blacxlisted words

fin = new BufferedReader (new FileReader ("blacklistedWords.txt"));

int size = Integer.parselnt(fin.readLine());
blacklistedWords = new ArrayList<String>(size);
for (int i = 0; i < size; it+)

blacklistedWords.add (fin.readline());
fin.close();

/reads in the frequency of words in the dictionary
fin = new BufferedReader (new FileReader ("dictionaryFrequency.txt"));
size = Integer.parselnt(fin.readLine());
dictionaryFrequency = new ArrayList<>(size);
for (int i = 0; i < size; i++) {
dictionaryFrequency.add(new WordModsPair (dictionary.get (i), Integer.parselnt(fin.readLine())));
}
fin.close();
} catch (FileNotFoundException e) {
e.printStackTrace();
} catch (IOException e) {
e.printStackTrace();
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//parses the retrieved data
string[] formatedTweets = new String[accountTweets.size()]; //an array of all ths formated tweets
for (int i = 0; i < accountTweets.size(); it+)

String data = accountTweets.get (i).getText();

:// from the da
while (data.contains("http")) {
int startPos = data.indexOf ("http");
int endPes = data.indexQf (" ", startPos);
if (endPos == -1)

//takes out the ht

a (these are associated with pictures in the tweet)

endPos = data.length();

date = data.substring(0, startPos) + data.substring(endPos, data.length());

/takes out all unnec ry junk from the data (anything that isn't a letter or a number)

String dataformated = "";
data = data.toLowerCase();
for (int j = 0; j < data.length(); j++) {
if (Character.isletterOrDigit(data.charat(j)) || Character.isSpaceChar(data.charat(j)))
dataFormated += data.charAt(j);
if (data.charAt(j) == '\'' && j != data.length{) - 1 && data.charAt(j + 1) == 's')
J+=2

formatedTweets[i] = dataFormated;

//adds missing words to dictionary + indexes all the words

int startPos =
for (int j = 0; j < dataFormated.length(); j++) {
if (Character.isSpaceChar(dataFormated.charat(j)) || j == dataFormated.length() - 1) {
String temp = dataFormated.substring(startPos, j + 1).trim();
if (!temp.isEmpty()) {
if (dictionary.contains(temp))

wordIndex.add (dictionary.indexOf (temp));



Code Sample

101 } else {

187 i-=;
152 dictionary.add(temp); 188 }
153 dictionaryFrequency.add (new WordModePair (temp, 0)); 189
154 wordIndex.add (dictionary.size() - 1); 190 2} of common words in this account there are with known account
155 } Lo ArrayList<WordModePair> tempDictFreq = (ArrayList) dictionaryFrequency.clone();
156 } 152 q = new QuickSort ("sort", tempDictFreq, null);
i[5 startPos = j + 1; 193 . STarE() ¢
158 } 194 tempDictFreq = g.getSortedListObj();
159 } 195
160 } 196 //shortens tempDictFreq to its top topWordsSize words
161 writeDictionaryToFile(); 197 for (int i = 0; i < tempDictFreq.size() - topWordsSize; i++) {
162 writeDictionaryFrequencyToFile () ; 198 tempDictFreq.remove (1) ;
1163 150 g
164 //finds the most ¢ ) words in the twitter account and then finds how many of those words ar200 }
165 QuickSort g = new DuickSort("sort", null, wordIndex); 201
166 q.start (); 202 //create a new arraylist that only has the strings in it so i can matc
167 wordIndex = q.getSortedListInt (); 203 Arraylist<String> tempDictFreqString = new ArrayList<>(topWordsSize);
168 204 for (int i = 0; i < topWordsSize; i++) {
169 //finds most common words by sorting all the words and then counting the number of times each 2 tempbictkiregstrand-add (tempDictired.gek (1) Woxrd)y
170 int counter = 1; 205 ]
171 for (int i = 1; i < wordIndex.size(); i++) { 2 )
172 if (wordIndex.get (i) .equals (wordIndex.get (i - 1))) 200 . o S s SRR e
209 for (int 1 ()7 i++) |
173 counter++; R . " o 7
210 System.out.println(commonWords.get (i) .mode + " " + commonkWords.get (i).word) ;
174 else { ‘ =
211 stem.out.println(tempDictFreq.get (i) .mode + " " + tempDictFreq.get(i).word + " "
i if (!blacklistedWords.contains (dictionary.get (wordIndex.get(i - 1)))) 212 1t/
176 commonWords.add (new WordModePair (dictionary.get (wordIndex.get (i - 1)), counter)); 213
177 counter = 1; 214 //this finds how many words are shared between the account words and the overall dicti
178 } 215 numSharedCommonWords = 0;
L ! 216 double totalOccurrencesInlist = 0; //this is needed to e the percentage of occurren
180 2l double totalOccurrenceslListCommonWords = 0;
181 //adjusts commonWords only to have the top topWordsSize words 218 int matchPlacement = 0;
182 q = new QuickSort("sort", commonWords, null); 219
183 g.start(); 220 for (int i = 0; i < commonWords.size(); i++) {
184 commonWords = g.getSortedListbj(); 224 totalOccurrencesInlist += commonWords.get (i) .mode;
185 for (int i = 0; i < commonWords.size() - topWordsSize; i++) { 2929 if (tempDictFregString.contains (commonWords.get (i) .woxd)) {

186 commonWords . remove (i) ; 223 listOfMatchWords.add (commonWords.get (i) );



Code Sample

224 numSharedCommonWords++;

225 matchPlacement += 100 - i;

226 totalOccurrencesListCommonWords += commonWords.get (i) .mode;

22 }

228 ¥

229

230 double[] diction = new double[3];

23 diction[0] = totalOccurrencesListCommonWords / totalOccurrencesInList; igher is better
232 diction[l] = numSharedCommonWords; //higher is better

233

234 if (numSharedCommonWords == 0)

2835 diction[2] = 0;

236 else

237 diction[2] = (double) matchPlacement / numSharedCommonWords; //lower is bet
238

PiERS return diction;

240 }

241

242 public double getAffiliation() {...}

321

322 public ArrayList<WordModePair> getListofMatchWords () { return listOfMatchWords; }
325

326 public void mergeAccountWithMetaData() {

327 o take the most common words in the account, and combine them with the most

328 the frequency in the dictionaryFrequency.txt file



Prediction Algorithm

Neural Network Diagram Regular Usage

Input Layer Hidden Layer Output Layer ( 12 )
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Neural Network Code Sample

66 public int classify(TwitterAccount account) {

67 //initializes input layer

68 double[] temp = account.getDiction();

69 for (int i = 1; i <= 3; i++)

70 inputlayer[i] = temp[i - 1];

Tl inputlayer[4] = account.getAffiliation() [0];
72 inputLayer[5] = account.getAffiliation()[1];
73 inputLayer[6] = account.getAffiliation() [2];
74 inputLayer[7] = account.getAffiliation() [3];
75 inputLayer[8] = account.getTime();

76 inputLayer[9] = account.getLocation();

77 inputLayer[10] = account.getNumAverageTweets();
78 inputLayer[11] = account.getLanguage();

19

80 //set hidden layer values

81 for (int j = 1; j < numHiddenNodes; j++) {
82 double sum = 0;

83 for (int i = 0; i < numInputNodes; i++)
84 sum += inputlLayer([i] * wIH[i][]j];

85

8e hiddenLayer[j] = sigmoid (sum);

87 }

88

89 //set output layer values

90 for (int k = 0; k < numOutputNodes; k++) {
94 double sum = 0;

92 for (int j = 0; J < numHiddenNeodes; j++)
93 sum += hiddenLayer[j] * wHO[j] [k];
94

95 outputLayer [k] = sigmoid (sum);

96 }

97

98 //determ

99 if (outputlayer[0] > ocutputlayer[l]) //the first node: is a match; not a match
L00 return 1; //account is a match

101 else

102 return 0; //. ount isn't a match

103 }



Experimentation



Methodology

Neural Network Training
A two step process to train and test e Supervised learning with sample data
the prediction algorithm. e Computer “learns” patterns

Testing
e Substitute data set used (NFL accounts)
o  Similar, but less radical, intent
o  Similar organizational and hierarchical structure




Overview

Training Testing
e Training set (120 total) e Trials 1- 3: True accounts (64 total)
o 12 positive o  Core accounts (10%)
o 108 negative o  Fan accounts (40%)
e Validation set used to prevent overfitting o Individual accounts (50%)
(120 total) e Trials 4 - 12: False accounts from different
o 12 positive categories (6,336 total)
o 108 negative o  Brands and Products (2.50%)
o  Companies and Organizations (2.50%)
o  Local Businesses (0.05%)
o Movies (0.95%)
o Music (4.73%)
o People (85.44%)
o  Sports (2.03%)
o  Television (0.23%)
o  Websites (1.57%)



Results/Analysis



4%

accurate in correctly classifying terrorist accounts



Analysis
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Analysis

Amount per bin
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Analysis

Average Placement of Common Word Matches
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Conclusion



Overview

Hypothesis was correct:
e Analyzing social media feeds with machine learning algorithms can identify accounts as hostile

Experiment was successful
e National Institute of Justice: “Success rates are based on the consequences of errors”
e 84% accurate in identifying accounts
e False positive rates show areas for improvement



Plans for Implement Additional Parameters
Improvement e Visual media analysis

e Connotation and tone analysis

Ameliorations to my project for its
betterment.

Test Using a Larger Sample Size

Enhance Efficiency
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