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90%
of all terrorist communication happens through social media



Background

Social media has 4 main purposes for terrorist groups:
1. Share operational and tactical information
2. Gateway to other online radical content
3. Media outlet for terrorist propaganda
4. Remote reconnaissance for targeting purposes

Twitter is the platform on which most of this occurs.
● Microblogging site
● Active user base of 300 million

There are an estimated 46,000 terrorist accounts on Twitter (0.01%).



Background

An increase in Twitter users is correlated with an increase in terrorist attacks.



Analyzing social media feeds with 
machine learning algorithms can 
identify accounts as hostile 



Algorithm

A simple 3 step process ensures 
optimal efficiency within the program.

Twitter Account Data Collection

Data Parsing

Data Analysis & Prediction



Methodology

The parameters used to ensure 
minimal false-positives.

Affiliation to Known Accounts
● Friends
● Followers
● Retweets
● Content mentions

Diction
● Word choice/frequency
● Percent match
● Average match distribution

Miscellaneous
● Date
● Time/Time Zone
● Number of tweets per day
● Location
● Language
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Neural Network Code Sample



Experimentation



Methodology

Testing
● Substitute data set used (NFL accounts)

○ Similar, but less radical, intent
○ Similar organizational and hierarchical structure

A two step process to train and test 
the prediction algorithm.

Neural Network Training
● Supervised learning with sample data
● Computer “learns” patterns



Overview

Testing
● Trials 1 - 3: True accounts (64 total)

○ Core accounts (10%)
○ Fan accounts (40%)
○ Individual accounts (50%)

● Trials 4 - 12: False accounts from different 
categories (6,336 total)

○ Brands and Products (2.50%)
○ Companies and Organizations (2.50%)
○ Local Businesses (0.05%)
○ Movies (0.95%)
○ Music (4.73%)
○ People (85.44%)
○ Sports (2.03%)
○ Television (0.23%)
○ Websites (1.57%)

Training
● Training set (120 total)

○ 12 positive
○ 108 negative

● Validation set used to prevent overfitting 
(120 total)

○ 12 positive
○ 108 negative



Results/Analysis



84%
accurate in correctly classifying terrorist accounts



Analysis

TRUE ACCOUNTS FALSE ACCOUNTS
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1% 12% 23% 2% 1% 1% 1% 1% 2% 14% 1% 2%
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Conclusion



Overview

Hypothesis was correct:
● Analyzing social media feeds with machine learning algorithms can identify accounts as hostile

Experiment was successful
● National Institute of Justice: “Success rates are based on the consequences of errors”
● 84% accurate in identifying accounts
● False positive rates show areas for improvement



Plans for 
Improvement

Ameliorations to my project for its 
betterment.

Test Using a Larger Sample Size

Enhance Efficiency

Implement Additional Parameters
● Visual media analysis
● Connotation and tone analysis
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