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0%

of all terrorist communication happens through social media



Background

Social media has 4 main purposes for terrorist groups:
Share operational and tactical information

Gateway to other online radical content

Media outlet for terrorist propaganda

Remote reconnaissance for targeting purposes

o=

Twitter is the platform on which most of this occurs.
e Microblogging site
e Active user base of 300 million

There are an estimated 90,000 terrorist accounts on Twitter (0.03%).



Background

An increase in Twitter users is correlated with an increase in terrorist attacks.

Number of monthly active Twitter users worldwide from 1st quarter 2010 to Number of fatalities due to terrorist attacks worldwide between 2006
4th quarter 2015 (in millions) and 2014
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Analyzing social media feeds with
machine learning algorithms can
classify behavioral patterns



Algorlthm Twitter Account Data Collection

A simple 3 step process ensures
optimal efficiency within the program.

Data Parsing

Data Analysis & Prediction




Methodology

The 27 parameters used to ensure
minimal false-positives.

Diction
e Word choice/frequency
e Percent match
e Average match distribution
e Hashtags

Affiliation to Known Accounts
e Friends
Followers

[ )
e Retweets
e Content mentions

Miscellaneous
Date
Time/Time Zone
Number of tweets per day
Location
Language

Visual Media

Adult Score

Racy Score
Autogenerated
image caption
Number of males
Number of
females

Number of faces
Average age
Width

Height
Foreground color
Background color
Blaw and white
status

Clipart status
Vector-style
status




Code Sample

O s ImageObject()}{} ImageObject java

ImageObject(String wrl) {
String information null; g o
9 ImageObject parseFromISONString(String info){
ImageObject objToReturn ImageObject();

HttpClient httpClient - HttpClients. createDefault(); T e e JSONObject (info);
{
URIBuilder builder URIBuilder(™https://api.projectoxford.ai/vision/v1.8/: a e
builder.setParameter("visualFeatures™, "Tags,Description,Faces,ImageType,Color 1@ JSONObject adult - parser.get]SONObject("adult™);
(adilt
{adult iopisiringlTadiliscore™) I= mull)

URI uri = builder.build()};
objToReturn.adultScore — Double.parseDouble(adult.optString(“adultScore”, "-1"));

HttpPost request y (uri);

request satHEadEr("CcntEnF—TypE", ‘.'ap|.:1icatinn/j;cnf'),' T null)

request. setHeader ("Ocp-Apim-Subscription-Key APPLICATION KEY NOT SHOWN FOR ! objToReturn.racyScore - Double.parseDouble(adult.optString("racyScore”, "-1"));
StringEntity reqEntity StringEntity("{\ urly :\"™ + url 17 objToReturn. adultScore

request.setEntity(regEntity); 11 objToReturn. racyScore

HttpResponse response = httpClient.execute(request);
HitpEntity : 5 - AgS

AL R i ks T T R T ect description - parser.opt]SONObject(“description”);
i (description != null){

(entity ) ags from pi ] ist tag
information - EntityUtils.toString(entity); JSONArray jsontags = description.optISONArray(“tags”);
(Exception e) { (jsontags 1{

Imagebject { 2 e printStackTrace(); String[] t String[jsontags.length()];
double adultScore; (int i = @5 i < jsontags.length(); i+:)

double racyScore; ? +t[i] - jsontags optString(i);

WordList tagss:

int numMales; objToReturn . tags WordList(t);

int numFemales; ) : sl . : {
T T ImageObject tempObj parseFromJ]SONString(information); objToReturn . tags = nu

double averageAge; 5 adultScore = tempObj.adultScore;

System.out.println(information);

int width; racyScore = tempObj.racyScore;
int height; 3t tags - tempObj.tags;

int dominantColorForeground; numales - tempOby . numMales;

int dominantColorBackground; o | e e

int isBlackAndwhite; =
T numFaces - tempObj.numFaces;

JSONArray jsoncaptions = description optJSONArray("captions");

(jsoncaptions != null){
tring captionText

: 1 93 i < jsoncaptions.length(); i++){

int 1001; averageAge = tempObj.averageAge; 1 WObject tempObj - jsoncaptions .optISONObject(i);

int 1 - width tempObj .width; (tempobj :

int height - tempObj.height; captionText - tempObj.optString("text”);

int 5 dominantColorForeground = tempObj.dominantColorForeground; }

‘:”f GREEN S dominantColorBackground = tempObj.dominantColorBackground; objToReturn. tags.add(captionText split(” "));

ey Simd isBlackAndwhite - tempObj.isBlackAndwhite; 115 }

il clipArtType = tempObj.clipArtType; {.

lineDrawingType = tempObj.lineDrawingType; S ToRe unn Lags

int

int

int B

int G e er o al L L
int clipArtType; - 5 ata to e fo E JsoNArray faces = parser.optJSONArray("faces"
int lineDrawingType; on-1 . ¢ ImageObject parseFrom]SONString(String in (faces != null){




Code Sample

get e es . : inti-8;i<2; i 252 1
SONANCY Tates & pRESER opt OB VL TTack et oa (jtfing te;p(ulur;trin;{ color optstring(field[i]); objToReturn. dominantColorBackground
(faces M int tempColorInt; objToReturn.dominantColorForeground
i objToReturn . isBlackanduhite
“White™
tempColorInt

objToReturn. numFaces - faces. length();
(int i = B; i < faces.length(); i+:){
JSONObject tempObj faces.optISONObject(i);
(tempobi - null){
objToReturn averageAge = tempObj. optInt(“age”, @);
(tempObj .optString(”gender™) . equals(
objToReturn.numMales

3 1 1 g e
*Black™ JsoNGbject imageType - parser.opt]SONObject("imageType");
tempColorint CK 3 (imageType null}{
5 objToReturn.lineDrawingType - imageType.optInt("lineDrawingType"”, -1
283 "Red” : objToReturn.clipArtType = imageType.optInt(“clipArtType”, -1)3
objToReturn .numFemales  ;

) 2} tempColorInt {

objToReturn.lineDrawingType

i
2 "Orange™ 6 objToReturn.clipArtType i
(faces.length() 8) ? tempColorInt

}

objToReturn averageAge = objToReturn.averageAge, faces.length()

. “¥ellow™ 8 objToReturn;
objToReturn.averageAge a; 216 tempColorInt
{ 2

; 2 H
objToReturn.averageAge = 8; 1 "Green" tring toString(){
ob;!ToReturn numMales = @3 ) tempColorInt = "adultScore: " + adultScore
objToReturn.numFemales - &; 5 S|
5 r re:
S el 2 ntaga: - . tags tostring()

nnumMales: " + numMales

“Blue™
templolorInt

*\nnumFemales: * + numFemales
*\nnumFaces: " + numFaces
(metadata null){ = tE'"p[‘?lDrI"t 24l "\naverageAge: * + averageAge
objToReturn.width - metadata.optInt("width™, @); S :j“‘i‘ljﬂ’“l"“ widih
objToReturn.height - metadata.optInt(“height", @); & 8 nheight: height
T E temptélorInt ndominantColorForeground: dominantColorForeground
objToReturn.width "Vicia\:" dominantColorBackground: dominantColorBackground

3 : - J isBlackAndwhite: " + isBlackAndihite
objToReturn.height T .

P
mCyan®

JSONObject metadata - parser.optlSONObject(“"metadata”);

lineDrawingType: " + lineDrawingType
3 nclipArtType: ™ + clipArtType;
“Brown"

L ; ShEEpe - tempColorInt
ct color = parser.opt]SONObject("color™);
(color |- null){

String[] field String[]{"dominantColorFareground”, "dominantCola

double getAdultscore() {

Geey adultScore;

tempColorInt
5tring tempBW = color.optString(”isBWImg™);
(tempBi. equals(*trus")) 5
objToReturn. isBlackAnduhite - 1 i Lemecolopint
(tempBW.equals(“"false”)) 22 e
objToReturn.isBlackAndwhite

Gray' double getRacyScore() {

racyscore;

Lemptalon s orill ot gt gy
objToReturn .isBlackandwhite - i ) . tags;

Giti=m: 3 <z (i ==e){

({m N HE Zi Lk objToReturn . dominantColorForeground tempColorInt; .

: 3 int getlumMales() {
numMales;

String tempColorString - color.optString(field[i]);
int tempColorInt;

b L g sbiToReturn dominantColorBackground - tempColorInt;
(tempColorString){

White




Code Sample

gethumMales() {
numMales;

gethumFemales() {
numFemzales;

getNumFaces() {
numFaces;

double getAverageAge() {
averageAge;

int getWidth() {
width;

t getHeight() {
height;

getDominantColorForeground() {
dominantColorForeground;

getDominantColorBackground() {
dominantColorBackground;

getIsBlackAndwhite() {
isBlackAndihite;

getClipArtType() {
clipArtType;

getlineDrawingType(} {
lineDrawingType;




Prediction Algorithm

Neural Network Diagram Regular Usage

Input Layer Hidden Layer Output Layer ( 14 )
Hj =0

WeH; + Z [WiH;

i=1

2
Ok = U(WBHOk 4= z HJ"WHJO;()

Jj=1

Network Training
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Neural Network Code Sample

MeuralMNetwork java

int classify tterAccount account) {

dList textData - account.getTextData();
gelist imageData = account.getTextData();
double[] misc = account.getMisc(); 0 il3
textData.fillInputlayer(inputlayer, 1, 1 + textData.numParams());
imageData.fillInputlayer(inputlayer, 2 + textData.numParams(), 2 ¢ textData.numParams() + imageData.numParams());
(int 1 = 8; i < misc.length; i++)
inputLayer[i + 3 + textData.numParams() + imageData.numParams()] - misc[i];

e[] temp = account.getDiction();

(tnt i =1; 1 35 1¥)

inputLayer[i] temp[i 1];
inputlLayer[4] = account.getAffiliation();

(int j = 1; j < numHiddenNodes; j++) {
double sum
(int i 8; i numInputNodes; i++)
sum inputlLayer[i] wIH[i][§]1;

hiddenLayer[j] = sigmoid(sum);

(int k = 8; k < numOutputNodes; k++) {
double sum
(int j 8; j numHiddenNodes; j++)
sum hiddenLayer[]] wHO[j1[k];

outputLayer[k] = sigmoid(sum);

(outputLayer[@] outputLayer[1])




Experimentation



Methodology

Neural Network Training
A two step process to train and test e Supervised learning with sample data
the prediction algorithm. e Computer “learns” patterns

Testing
e Sample data set used
o Precompiled data set of known hostile accounts
o Contains images, text, media, etc




Overview

Training Testing
e Training set (120 total) e Trial 1: (64 total)
o 12 positive o  Core accounts (1.0%)
o 108 negative e Trials 2 - 9: Negative accounts from
e Validation set used to prevent overfitting different categories (6,336 total)
(120 total) o  Brands and Products (2.50%)

Companies and Organizations (2.50%)
Local Businesses (0.05%)

Movies (0.95%)

Music (4.73%)

Sports (2.03%)

Television (0.23%)

Websites (1.57%)

People (85.44%)

o 12 positive
o 108 negative

c 0O O O 0O O O O



Results/Analysis



4%

accurate in correctly classifying terrorist accounts



Auto-generated caption: "a group of birds
sitting in the snow"

Metadata
Height: 864
Width: 648
Prominent foreground color: grey
Prominent background color: grey

Description

"fish", "animal", "water", "snow", "sitting", "table",
"man”, "top", "boat", "bird", "large", "standing", "blue",
"parked", "air", "skiing", "ocean", "white", "laying",

"group’, "people”, "riding", "playing", "cat", "beach”


https://pbs.twimg.com/media/C2jFoKbVIAArqr8.jpg
https://pbs.twimg.com/media/C2jFoKbVIAArqr8.jpg

Visual Media Analysis Sample #2

Auto-generated caption: "a man with a computer
holding a little girl"

Source: @Forbes

Metadata
Height: 683
Width: 1024
Male: 1, age 70
Females: 2, ages 6 and 55
Prominent foreground color: white
Prominent background color: white

Description

"Person”, "sitting", "man", "table", "looking",
"holding", "laptop”, "older", "people”, "using",
"computer”, "'woman", "baby", "food", "playing",

"young", "white", "player”, "room’, "group”, "phone"



https://pbs.twimg.com/media/C3I4rELWMAEzqUb.jpg:large
https://pbs.twimg.com/media/C3I4rELWMAEzqUb.jpg:large

Analysis

True
False Accounts
Accounts
Trial 1: Trial 2: Trial 3: Trial 4: Local Trial 5: Trial 6: Trial 7: Trial 8: Trial 9:
Hostile Brands and Companies and Businesses Movies and Music Sports Websites Individual
Products Organizations Television
Percent 11.0% 2.7% 1.0% 0.8% 1.3% 2.2% 1.1% 0.6% 8.7%
Misclassifications
Percent Misclassifications
2.5% B Percent
Misclassifications

- 10.0%
5
B 7.5%
=
° 5.0%
&
§ 2.5%
3
a 0.0%

Trial 1

Trial 2

Trial 3

Trial 4

Trial 5 Trial 6

Trial 7

Trial 8

Trial 9




Analysis

Distribution of Text-Based Common Word Matches

20 B Percent of true accounts
B Percent of false accounts

15
£
2 10
7]
a
2

5
0 —
39 42 45 48
Number of matches

Distribution of Visual-Media-Based Caption Matches

15 Il Percent of true accounts

B Percent of false accounts
=
L
@
(=8
58
80 85 90

Number of matches



Analysis

Distribution of Percent Affiliation

40 B Percent of true accounts
B Percent of false accounts

30

o

2 70

[1¥]

(=9
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Percent affiliation



Conclusion



Overview

Hypothesis was correct:
e Analyzing social media feeds with machine learning algorithms can classify behavioral patterns

Experiment was successful
e National Institute of Justice: “Success rates are based on the consequences of errors”
e 84% accurate in identifying accounts
e False positive rates show areas for improvement



Plans for
Improvement

Ameliorations to my project for its
betterment.

Expand Analysis Platforms
e Other types of social media
e More analysis parameters

Test Using a Larger Sample Size

Enhance Efficiency
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